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Extending Security to the ¥

Airspace




Counter UAS Airspace Protection

* Detect, Analyze and Mitigate sUAS Threats
* Scalable and Enterprise-Ready

* Cloud-Based Al/ML Engine

* Smart City Infrastructure / UTM b
* Mobile Edge Computing ‘

400+ 175%

Installations
Globally YoY Growth
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Drones: Nearly Zero Barrier to Entry

Speed up to

50

mph

Range up to

5

IES

Payload up to

10

lbs

Price from

500

dollar
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How many unwanted drones
are in your airspace?



Data is the foundation to solving this asymmetric threat . Dedrone’

ALERTS BY DATE
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DroneDNA and Al-Based Sensor Fusion .=, Dedrone

RF Sensors Alert notifications

Detection, localization fisiy DroneTracker SMS, Push, E-mail

T

Video Analytics Protective measures

Visual proof e.g. close shutters

£

g Sensor Fusion

@ Al based multi-sensor

3 data fusion

(%]
Radar Countermeasures
Data processing e.g. Jammer

DroneDNA
Video Classifier Model
RF Signatures

Configuration and management via .
Other Feeds cloud o on-prem Flexible APIs

3rd party sensors REST / PUSH / MQTT

e 6 0 6

CPNI

The DroneTracker platform
is a CPNI rated product.



Phased Approach to Airspace Security +,Dedrone

Mitigation Permissive environments only

Aggregation into
other platforms

Standard Operating Procedures

Situational Awareness

Threat Assessment




Phased Approach to Airspace Security

2 3

Situational Counter-
Awareness measures




Threat Assessment

RF-160

Fast, easy and inexpensive way to start
discovering drone activity using one
sensor

Early-warning

Provides meaningful data for risk
assessments

Fast installation and start-up thanks to
integrated LTE

Completely passive

"7 Dedrone’




Drone Detection with RF-160

7, DroneTracker

SCREENCAST v MONITORING

Small deployment

@ 1Rrr-160

<> 1 Drone detected

Click display to start video
(Video: Double speed)

B sertzone
BB renzone
EB siertzone
BB niertzone

> SENSORS

4

Drone DJI Spark

HOME

" Dedrone’

ALERTS | REPORTS | OPTIONS | HELP

08/21/2019, 4:11:18 PM CEST



Early Warning Alerts

Alert sent via SMS or email as
soon as remote or drone are
detected

* @Gives security teams extra time
to react

* Keeps groups informed as
required

¢ Additional notifications
available through API

941 all F -
N Event Alert Started

o]

DroneTracker Alert 1D 5a5f4cfa7d95326¢ 1604382

lip-172-21-56-166] Remote: DJIPhantom Il Standard
Drane Alert Start

DR1728B1001162W

Date/Time Wed, 17 Jan 2018 13:17:46 UTC

=’ Dedrone
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Airspace Analytics Drive . Dedrone

Security Decisions

:;..-::Dmne'l’racker HOME | ALERTS OPTIONS =~ REPORTS | HELP

* Extent of drone activity in the
i Example Report r—
VICInI y Custamize™
* Type of drones

SUMMARY LAST MONTH

136 11.4 04:52.. 31 23

TOTAL MUMBCR OF ALCRTS AV ALCATS PLR DAY AVG. CURATION PLR ALCRT CAVEWITH ALCRTS Ma¥ ALCRTS NCR DAY

e Suspicious patterns
* Time of day
* Anything at night is a threat

¢ Did an event happen? ALERTS BY DATE TOP DRONES

= 0JI Spark: 14 %

DJl Mavic: 10% . ‘ .- DJIPhantom: 40%

Yuneee Typhoan: 13% =

Other; 9%

1z Mar TE.Mar Z0.Mar 24 Mer 28 Mar DJlInspire: 14 %




Phased Approach to Airspace Security

1 3

Threat Counter-
Assessment measures




Situational Awareness

RF-300

Localizes and tracks drones using
multiple sensors

Automatically tracks and plots flight
and pilot position on map

Provides information on "hotspots" of
drone activity

Completely passive

Supplements RF-160 sensor

A combination of multiple RF Sensors
allows a very large perimeter coverage.




Drone Detection with RF-300

7 DroneTracker
SCREENCAST v MONITORING 1ALERT

3 @ DJI Mavic Air 100:00 min

Small deployment

@ 3xRF-300/ 1x RF-160

Q 1 Drone detected

Click display to start video
(Video: Double speed)

> SENSORS

T T
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In-Depth Tools Uncover .=, Dedrone

High-Risk Areas

i DroneTracker HOME | ALERTS | QPTIONS  REPQRTS | HELR

. Understapc! patterns in SR
drone activity

CusTamize

* Quickly uncover
concerning airspace

activity 136 114  04:52.. 31 23

O Stay u p-to-d ate With 10 AL MUK BER OF GLER 1S AWEALESS PES DAY AWG, LDURANON PR ALER | DeYs W Ha zRIY MAX LLERS FER LAY
critical information

SUMMARY LAST MONTH

ALERT HEATMAP MOST CRITICAL ALERTS
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Multi-Sensor Fusion for Complex Threats



Extended Awareness

PTZ Cameras

Optical verification

Localization of drones

Detection of autonomous drones

Visual auto-tracking
Payload identification
Recording of forensic evidence

Complement of RF sensors

Depending on the application, Dedrone integrates one or
more PTZ cameras with different performance into the
Dedrone platform.



Extended Awareness

Radar

Detection of autonomous drones

Simultaneous detection of multiple
drones

Independent of light and weather
conditions

Localization including determination of
the altitude

Complement of RF sensors

Since they emit radiation, they are subject to
approval and price-intensive to purchase compared
to other sensors.



. _ i Dedrone’
Drone Detection with Radar and PTZ camera

" DroneTracker MOME | ALERTS | REPORTS | OPTIONS | HELP =]

SCREENCAST

Extended deployment

@ 3RF-300/ 1 RF-100

@ 1 Radar

Q 1 PTZ camera

<> 1 Drone detected

Click display to start video




Phased Approach to Airspace Security

1 2

Threat Situational
Assessment Awareness




Countermeasures

Defensive Measures

* Track drone in real-time

* Trace flight back to pilot

* Inform security staff

* Block view, lock down areas

¢ Record video evidence




Countermeasures

DroneDefender

Multifrequency disruption to block
remote control communication and
neutralize drones. No remote action,
including detonation, can occur.

Satellite signal disruption to disable
use of automated navigation

Mobile and fixed installations

Range up to 400 meters




How can | start protecting my airspace?



1. Start with Threat
Assessment

Easier than building an IKEA shelf
Only one person needed

No Dedrone engineer required on site

Out of the box solution

Place the RF Sensor on a pole. We’'ll
support you with a manual, video
tutorial and are available via phone or
video chat.

All you’ll need is a power supply — no
further technical knowledge is needed.

10

MIN

Airspace Security Technology.

" Dedrone’
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2. Browser-Based +5
Software e

* Login to DroneTracker with your
credentials that we have sent you by
email.

* The RF Sensor connects automatically.

* You can access DroneTracker on your
desktop or via mobile interface.
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3. Get Drone Alerts 24/7
and Insights e

* You'll get drone alerts immediately in
your preferred channels - via web,
email, mobile or API.

e All drone intrusions and corresponding
data are saved and analyzed
automatically.

114

Congrats. You are safe now.
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Questions to consider

* Are you prepared for the emergence of drones?

* What is your strategy to defend your critical assets
against drones?

e (Can you really afford to do nothing?
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Thank you

Amit Samani
Vice President of Enterprise Operations — UK/l & Americas

E: amit.samani@dedrone.com
M: +447393 553783

San Francisco (HQ) Washington, D.C. London Germany
+1 415 8136116 +1 703 2608051 +44 7393 553783 +49 561 8617990



