Security through practice

Scenario testing for Terrorism @

Chris Phillips GCGI FCIiISRM
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Security & Resilience against Terror attacks

* |t covers all bases

* |tiIs an extreme set of events

- Short, Medium & Long term conseguences



What do you think

» |s a terrorist attack likely to happen in a big city
somewhere, THIS YEAR?

» [s an attack likely in the UK?

»  WIll your business be affected?



UKGOV have done it for you

THREAT
LEVELS

CRITICAL

An attack is expected
imminently

An attack i§ highly likely
SUBSTANTIAL

An attack is a strong
possibility

MODERATE

An attack is possible but
not likely

LO

An attack is unlikely

H
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What does this mean for your business?

UK EMERGENCY
ALERT SYSTEM




A major incident near you

* What will you do?

* Duty of Care?

* What Is the company protocol?
* What do you want to happen?
* What do you want staff to do?

* How will you communicate?



Security and Resilience Failures - Implications for you

* People

* Buildings

« COmmunications

» Supply Chain

* Business Reputation

» Court proceedings and prosecutions?



Terrorist attack scenarios tests

Insider threat

Raising of the terror threat
Left device

Phone threat

VBIED

Marauding Terrorist attack



Principles for Crisis Management

® Get control
®* Communicate effectively
® Be prepared with clear, universally understood structures, roles and responsibilities

® Build situational awareness by good information management, challenge and
collective working

®* Have well-rehearsed decision making plans
® Train people with specific crisis management roles
®* Keep comprehensive logs

® | earn from mistakes



Two quick examples

1. At a cafe near your business






Evacuation muster point.
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Maurauding Terrorist attack

* Evacuation?

* RVP’s

°* Lockdown?

e Staff Injured?

* Communicate to Staff/Customers?

* Getting people home?

* Unable to use the building for a prolonged period?
* PTSD?



2. Telephone Bomb Threat

Taking the call

Search policy/procedure?
Evacuation?

Partial Evacuation?

No access to your building?
Communication?



Potential Terror attack- what have you done?

Thought them through?
®* Written some plans?

®* Do you know what you want your staff to do?
® Have you told them?

®* How will you communicate?
® Have you practiced?

® Or

® ‘It will never happen to me’l’



Coming your way soon

#PROTECTDUTY

We want to improve
protective security and
preparedness for
terrorist attacks at public
places.




Some ldeas

Scenario 1- Suspect package found in the building (IED)

Scenario 2 - Marauding terrorist attack nearby approaching

Scenario 3 - Terrorists gain entry to the building with a gun

Scenario 4 - Activists begin demonstrations at your site

Scenario 5 - Telephone bomb threat

Scenario 6 - Crime gangs target customers outside the building using knives
Scenario 7 - A suspicious vehicle is parked adjacent to your building
Scenario 8 - A serious incident (Stabbing) takes place on the site

Scenario 9 - A fixated person gets access to the building looking for a person in the building



You need to ACT

* Plan, Plan, Plan

* Communication, Communicate, Communicate
* Vulnerability assessment

* Counter Terrorism plan

* Train staff to know what to do
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